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Verification
C/C++ Code

intn, x =0, m = 0;

while (x < n) {
if (rand()) m = x;
X =X + 1;

}

if(n > 0)
assert (0 <=m & m<=n);
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SyGuS-INV Problem

(define-fun pre-f ((x Int) (n Int) (m Int)) Bool

(and (= x 0) (=m 0)))

(define-fun trans-f ((x Int) (n Int) (m Int)

(x! Int) (n!

(or (and (and (and (< x n)
(=t n) (=

(and (and (and (< x n)
(=nt n)) (=

Int) (m! Int)) Bool
x! (+ x 1)))

'm))

x! (+ x 1)))

1'x))))

(define-fun post-f ((x Int) (n Int) (m Int)) Bool
(not (and (and (>= x n) (> n 0))
(or (<= nm) (<m0)))))

(inv-constraint inv-f pre-f trans-f post-f)
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while (x < n) {
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LooplnvGen

e Data-driven inference technique
o Guided by program trace
o Extensible predicate language

e Reducesinvariantinference to precondition

inference problems INV Solved Fastest  Shortest Score
CvVCa 16 105 82 58 850

o Based on PIEPHP120%) DryadSynth [JEEDE! 81 26 784

. LooplnvG 115 102 85 966

e Uses Escher®/ "3l program synthesizer T I o = s

61 15 61 411

e Queries Z3[TS2008] for yerification ENS e

e Winner of SyGuS-COMP 2017, 2018 (INV track)



Overview
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Initial PROCESS-ing

A stati

c analysis pass for straight-forward simplifications

SyGuS-INV |
Problem

Problem

Simplified
*{ PROCESS 1—> SyGuS-INV

Unused-variable

elimination
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RECORD-ing Reachable States

SyGuS Problem (Pre, Trans, Post) - List of variable assignments

Pre W
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SyGuS Problem (Pre, Trans, Post) - List of variable assignments
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2. Obtain state t, s.t. Trans(s,t)
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RECORD-ing Reachable States

SyGuS Problem (Pre, Trans, Post) - List of variable assignments

T4
Pre W

A

2. Obtain state t, s.t. Trans(s,t)

3.Set 8 « t and repeat (2)
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RECORD-ing Reachable States

SyGuS Problem (Pre, Trans, Post) - List of variable assignments

Pre

A

1. Pick state s, s.t. Pre(s)

2. Obtain state t, s.t. Trans(s,t)

3.Set 8 « t and repeat (2)

4, Repeat (1,2,3) till the desired number of states has been collected
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INFER-Iing Sufficient Invariants

_/

-  V 8: Pre(s) = 7(s)
- V s,t: 7(s) A Trans(s,t) = 7(t)
> V 8: 7(8) = Post(s)

1. Start with the weakest candidate

Post

-

Pre

7 = Post

16



INFER-Iing Sufficient Invariants

_/

-  V 8: Pre(s) = 7(s)
- V s,t: 7(s) A Trans(s,t) = 7(t)
> V 8: 7(8) = Post(s)

1. Start with the weakest candidate

2. Iteratively strengthen for inductiveness
(data-driven precondition inference)

7, Post
Pre
\ o Y,
7 = Post
5, (g A Trans = 1)
£=6,A g

17



INFER-ing Sufficient Invariants
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INFER-Iing Sufficient Invariants

_/

-  V s: Pre(s) = 7(s)
-V s,t: 7(s) A Trans(s,t) = 7(t)
> V 8: 7(8) = Post(s)

1. Start with the weakest candidate

2. Iteratively strengthen for inductiveness
(data-driven precondition inference)

3. Iftheinvariantis too strong, restart from
(1) after augmenting the recorded states
with appropriate counterexamples

7=6,N7,=1,

7, Post
e AV W i
Pre \;73 v'
\ o Y,
7 = Post
5, (g A Trans = 1)
£=6,A g

5,= (£ A Trans = 1)
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LooplnvGen Architecture

——

Program

[RECORD W

N

Candidate
Invariant

INFER

Counterexample

Conflicts

Features

PIE

Z3 Theorem Prover [de Moura et al 2008]

S

Sufficient
Invariant

Standard PAC algo for
Learning k-CNF formulas

Escher Synthesizer [Albarghouthi et al 2013]
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Thanks! ©

Code + Benchmarks:

https://github.com/SaswatPadhi/LooplnvGen

Reach me at:

padhi @ cs. ucla. edu
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